Cyber-Physical Systems (CPS) are becoming increasingly critical for the well-being of society (e.g., electricity generation and distribution, water treatment, implantable medical devices etc. ). While the convergence of computing, communications and physical control in such systems provides benefits in terms of efficiency and convenience, the attack surface resulting from this convergence poses unique security and privacy challenges. These systems represent the new frontier for cyber risk. CPS-SPC is an annual forum in its 5th edition this year, that aims to provide a focal point for the research community to begin addressing the security and privacy challenges of CPS in a comprehensive and multidisciplinary manner and, in tandem with other efforts, build a comprehensive research road map.
INTRODUCTION
Cyber-Physical Systems (CPS) integrate computing and communication capabilities with monitoring and control of entities in the physical world. These systems are usually composed of a set of networked agents, including sensors, actuators, control processing units, and communication devices. While some forms of CPS are already in use, the widespread growth of wireless embedded sensors and actuators is creating several new applications in areas such as medical devices, autonomous vehicles, and smart infrastructure, and is increasing the role that the information infrastructure plays in existing control systems such as in the process control industry or the power grid.
Many CPS applications are safety-critical: their failure can cause irreparable harm to the physical system under control, and to the Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for third-party components of this work must be honored. For all other uses, contact the owner/author(s). CCS '19, November 11-15, 2019 , London, United Kingdom © 2019 Copyright held by the owner/author(s). ACM ISBN 978-1-4503-6747-9/19/11. https://doi.org/10.1145/3319535.3353549 people who depend, use or operate it. In particular, critical cyberphysical infrastructures such as electric power generation, transmission and distribution grids, oil and natural gas systems, water and waste-water treatment plants, and transportation networks play a fundamental and large-scale role in our society. Their disruption can have a significant impact on individuals, and nations at large. Securing these CPS infrastructures is, therefore, vitally important.
The challenges in securing CPS are many. But fundamentally, it is important to recognize that securing CPS differs from the traditional cyber security concerns of confidentiality, integrity and availability (CIA) that have dominated the security of information technology (IT) systems. At its core, CPS security must be approached and framed from the perspective of how attacks on CIA properties perturb control-theoretic properties such as controllability, observability and stability and consequently system safety. Like past editions, CPS-SPC 2019 aims to bring together a community around security and privacy challenges in CPS. It is held in conjunction with ACM Computer and Communications Security (CCS) conference, a flagship annual conference of ACM SIGSAC (Special Interest Group on Security, Audit and Control) and a premier security conference. The co-location of these two events brings advantages to both, as well as to the community itself.
SCOPE
CPS-SPC 2019 encourages participation from researchers and practitioners from diverse CPS domains and multiple disciplinary backgrounds representative of CPS, including but not limited to information security, control theory, embedded systems, and human factors. It provides a forum for researchers from these various CPS domains and backgrounds to share their ideas and results, to discuss emerging technologies and trends that impact CPS, to study differences and commonalities across different CPS domains, and to build a multidisciplinary body of knowledge in this sub-field that is still developing principles, models, and theories for security and privacy in CPS.
This year's workshop builds on the foundations laid by the last four editions and invited submissions at the interface of control theory, information security, embedded and real-time systems, and human factors among others as applied to CPS. Specifically the topics of interest included but were not limited to:
• Also of interest were papers that can point the research community to new research directions, and those that can set research agendas and priorities in CPS security and privacy.
PROGRAM
CPS-SPC 2019 is a one day workshop held on November 11th 2019. The program comprises of a keynote by Sandro Etalle, and three technical sessions with talks on 9 accepted full research papers. This year the workshop received 26 papers with authors from 14 different countries and accepted 9 full papers for presentation at the workshop.
WORKSHOP COMMITTEES 4.1 Program Committee
We are thankful to the members of our program committee without whose help and support this workshop wouldn't have been successful.
• 
PC Co-Chairs
Nils Ole Tippenhauer is Faculty at CISPA, focusing on Physical-Layer Security research for wireless and Cyber-Physical systems. Prior to joinig CISPA, Nils was part of the the iTrust center at SUTD in Singapore. In particular, Nils was involved in design and procurement of three major testbeds related to CPS security: SWaT, WaDi, and EPIC. SWaT and WaDi are functional (but scaled down) water purifications and distributions systems. EPIC is an electric power system with process stages responsible for generation, transmission, and consumption of AC power, and a microgrid section with solar panels and batteries for DC power. Nils is working on cyberphysical security aspects since 2006, starting with side-channel attacks on smartcards, physical-layer security aspects of wireless communications and GPS, and attack detection in critical infrastructure through physical process monitoring. He is experienced in organizing workshops (e.g., he co-organized CPS-SPC in 2018). Nils has served on the TPC of the previous three CPS-SPC workshops at CCS, and the previous five CPS Security (CPSS) workshops at AsiaCCS. Nils currently also serves as TPC member for conferences such as CCS'19, Esorics'19, WiSec'19, and Usenix Security'20. Avishai Wool is a professor in the School of Electrical Engineering at Tel Aviv University. He is also deputy-director of the Interdisciplinary Cyber Research Center at TAU. His research interests include anomaly detection, intrusion prevention, and network attacks in ICS protocols and vehicle control protocols. He has also published on a wide range of information security topics including RFID systems, sidechannel cryptanalysis, and firewall technology. In 2003 he co-founded AlgoSec Systems, a network security company, for which he continues to serve as Chief Technical Officer. Avishai has served on TPCs for major security conferences in the last 20 years, such as CCS, Oakland, and Esorics. He also served as TPC member for CPS-SPC since its first iteration.
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